Chapter 26 - Interoperability with IBM Host Systems
Microsoft® Windows® 2000 Professional and Microsoft® SNA Server allow users to gain direct access to IBM Corporation host systems. SNA Server is the solution that has been developed by Microsoft for connecting personal computer–based clients and servers to IBM host systems. It is also possible for users to connect to an IBM host system directly without using a gateway like SNA Server —through TCP/IP. This requires the IBM host to support and be configured for SNA Telnet access, either as TN3270 or TN5250, and then to use host emulation software that supports SNA Telnet. This chapter describes the components that are required for integrating, managing, and troubleshooting Windows 2000 Professional with IBM host systems.
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Quick Guide to Interoperability with IBM Host Systems
You can use computers running Windows 2000 Professional in an IBM host environment. Use this quick guide to make planning decisions, such as whether to use SNA Server to communicate with an IBM host, how to secure your system, and how to set up and troubleshoot your configurations.
Review key features of interoperability with IBM host systems.
Windows 2000 Professional can interoperate with IBM hosts by communicating through SNA Server or by communicating directly with a common networking protocol. IBM hosts are part of Systems Network Architecture (SNA).

See “Overview to Interoperability with IBM Host Systems” in this chapter.
Connect to an IBM Host by using the Microsoft DLC Protocol.
If you have a third-party host emulation application, you can use the Microsoft Data Link Control (DLC) protocol that is included with Windows 2000 Professional as a way to connect to IBM hosts.

See “DLC Protocol” in this chapter.
Configure Microsoft® SNA Server Client, and choose the appropriate component.
If you decide to use SNA Server to connect to the IBM host, you must configure SNA Server Client on Windows 2000 Professional. You can also use either the 3270 Applet or the 5250 Applet as your host emulation product.

See “SNA Server Client and Components” in this chapter.
Remotely configure and manage computers that are running SNA Server from Windows 2000 Professional.
If you decide to remotely manage SNA Server from Windows 2000 Professional, there are various resources and services that can be controlled from SNA Server Manager, a Microsoft Management Console (MMC) snap-in.

See “Network Management Integration” in this chapter.
Familiarize yourself with Windows 2000 Professional and IBM Host Security.
In both Windows 2000 Professional and SNA Server, you can implement authentication, resource allocation, and data encryption services for IBM host access.

See “Windows 2000 Professional and IBM Host Security” in this chapter.
Troubleshoot SNA Server Client problems and other errors.
Follow the troubleshooting guidelines to recover from SNA Server Client errors and other common problems.

See “Troubleshooting” in this chapter.
Overview of Interoperability with IBM Host Systems
IBM host systems use a different network architecture, Systems Network Architecture (SNA), than does Windows 2000 Professional. Therefore, in order for Windows 2000 Professional–based computers to communicate with IBM host systems, either a gateway device to interpret the two different network protocols or a common network protocol is required.
Note   For a general description of SNA, see “IBM Systems Network Architecture” later in this chapter.
To connect to IBM hosts by using a gateway device, you must have a local area network (LAN) protocol on Windows 2000 Professional and a gateway that provides the translation between the LAN protocol and the IBM host protocol or data stream. SNA Server is a gateway that provides this translation service. Figure 26.1 illustrates how SNA Server acts as the gateway between IBM hosts and Windows 2000 Professional.
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Figure 26.1   Host Connectivity Through SNA Server
Table 26.1 lists the LAN protocols that are supported for access to an IBM host system through an SNA Server.
Table 26.1   SNA Server LAN-to-Host Protocols
Protocol
Description
Client Requirements
Microsoft Networking (Named Pipes)
Microsoft application programming interface (API) that is used for communication between Microsoft Networking–based computers.
SNA Server components or third-party host emulation software. Any Windows 2000 Professional LAN protocol.
Novell NetWare (IPX/SPX)
Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX) protocol. Primarily used for access to NetWare resources.
SNA Server components or third-party host emulation software. IPX/SPX protocol.
TCP/IP
Transmission Control Protocol/Internet Protocol. Protocol that is designed for the Internet and wide area networks (WANs).
SNA Server components or third-party host emulation software. TCP/IP protocol.
Banyan Vines
Banyan Virtual Integrated Network Service (VINES). Proprietary protocol that is used to connect to Banyan networks.
SNA Server components or third-party host emulation software. Banyan IP protocol.
To connect to an IBM host without SNA Server providing the gateway services, you must ensure that both Windows 2000 Professional and the IBM host have the same protocol installed and configured. Figure 26.2 presents an example of direct connectivity between Windows 2000 Professional and the IBM host.
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Figure 26.2   Direct Connectivity to an IBM Host
Common network protocols that can be implemented on IBM host systems and Windows 2000 Professional–based computers for direct communication, without using a gateway, are listed in Table 26.2.
Table 26.2   Common Network Protocols
Protocol
Description
Client Requirements
 TCP/IP
Transmission Control Protocol/Internet Protocol. A protocol that is designed for the Internet and  WANs.
Third-party host emulation software that supports direct TN3270 or TN5250 connectivity. TCP/IP protocol.
DLC 
Data Link Control or 802.2. A non-routable LAN protocol that is used primarily for host connectivity.
Third-party host emulation software that supports DLC connectivity. DLC protocol.
 SDLC 
Synchronous Data Link Control. A WAN protocol that is used for point-to-point or point-to-multipoint connections.
Third-party host emulation software that supports SDLC connectivity. SDLC adapter. Synchronous modem. SDLC protocol.
Coax
A direct cabling point-to-point connection for IBM mainframe access.
Third-party host emulation software that supports Coax connectivity. Coax adapter.
Twinax
A direct cabling, point-to-point connection for AS/400 access.
Third-party host emulation software that supports Twinax connectivity. Twinax adapter.
SNA Server
SNA Server provides administrators with a range of solutions for integrating heterogeneous networks and intranets with IBM mainframe, midrange, and AS/400 host systems. (See Figure 26.3.) SNA Server is a Microsoft® BackOffice® application that runs on the Microsoft® Windows® 2000 Server operating system and which provides advanced network-to-host and Web-to-host integration services.
SNA Server provides interoperability between host systems that run SNA or TCP/IP protocols. If your IBM host system runs SNA protocols, SNA Server provides network connectivity by acting as a secure, high-performance gateway between heterogeneous clients and IBM host systems. Because SNA Server runs on Windows 2000, heterogeneous clients can connect to SNA Server by using standard networking protocols such as TCP/IP, IPX/SPX, NetBIOS Enhanced User Interface (NetBEUI), Banyan VINES IP, AppleTalk, and Windows 2000 routing and remote access services. SNA Server then completes the network connection to the mainframe or AS/400 system using standard IBM SNA protocols.
After SNA or TCP/IP-based network connectivity is established, clients can use the advanced host integration features of SNA Server to gain secure access to IBM host data, applications, and network services without leaving their familiar desktop or Web browser interface.
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Figure 26.3   Heterogeneous Networks Integrated with IBM Host Systems Through SNA Server
SNA Server’s power lies in its ability to provide a wide range of host integration services. These host integration services and how they apply to each layer of the Windows 2000 interoperability model are described in the following list.
Network Integration   Network integration provides cross-platform network connectivity and protocols, security integration, and single sign-on. (Single sign-on allows users to log on once for access to multiple servers, systems, or applications.)
Data Access   Data access provides transparent file transfer services, universal data access technologies such as OLE DB and open database connectivity (ODBC), and host data replication.
Application Interoperability   Application interoperability provides terminal access, integrated transaction services, and Web-to-host integration.
Network Management Integration   Network management integration provides integration between Windows 2000 network management services and IBM NetView–based management services.
Note   For detailed information about SNA Server interoperability at each layer of the Windows 2000 interoperability model, see the Microsoft® Windows® 2000 Server Resource Kit Internetworking Guide.
IBM Systems Network Architecture
SNA is a computer networking architecture that was developed by IBM to provide a network structure for IBM mainframe, midrange, and personal computer systems. SNA defines a set of proprietary communication protocols and message formats for the exchange and management of data on IBM host networks.
SNA can be used for the following types of tasks:

Terminal access to mainframe and midrange computer applications.

File transfer of data between computer systems.

Printing of mainframe and midrange data on SNA printers.

Program-to-program communications that allow applications to exchange data over the network.
SNA can be implemented in a networking infrastructure that uses either a hierarchical or peer-to-peer model.
Hierarchical Networking
In the hierarchical SNA networking model, also called subarea networking, geographically disparate users have access to centralized mainframe systems. In a hierarchical network, centralized host-based communication systems (mainframes) must provide the networking services for all users on the network, as illustrated in Figure 26.4.
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Figure 26.4   Hierarchical SNA Network
This model uses the SNA protocol for IBM mainframe computers known as 3270. This protocol facilitates conversations between the mainframe and devices such as terminals, printers, and controllers.
Peer-to-Peer Networking
The more recently developed Advanced Peer-to-Peer Networking (APPN) model makes use of LAN and WAN resources and client/server computing. APPN networking enables a form of distributed processing by allowing any computer on the network to use SNA protocols to gain access to resources on any other computer on the network. Computers on an APPN network do not have to depend on mainframe-based communication services.
Advanced Program-to-Program Communication (APPC) is generally used in an AS/400 environment; however, mainframe systems also can use APPC-based networking. APPC is used for a variety of applications, including 5250 access and file transfers. IBM SNA uses the 5250 protocol to facilitate conversations between an AS/400 and devices such as terminals and printers.
A typical APPN network is composed of several different devices, such as IBM host computers or personal computers connected to one or more LANs, as illustrated in Figure 26.5.
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Figure 26.5   APPN Network Components
The peer-oriented model can be employed in many different environments. The AS/400 midrange computer, because of its popularity and primary use of APPN, is the host that is most often associated with APPN and the peer-oriented networking model. Mainframe systems are beginning to support APPN as well.
Because of the large installed base of legacy applications that run on IBM mainframe and midrange systems, both of these SNA networking models continue to be widely used in enterprise networks.
Note   SNA is gradually evolving into more of a peer-to-peer networking structure, where APPN networking is often combined with hierarchical SNA networking. For more detailed information about APPN see the appendix “IBM SNA Interoperability Concepts” in the Windows 2000 Server Resource Kit Internetworking Guide.
Both hierarchical and peer-to-peer SNA networking include several classes of components that support communication between different systems —mainframe, midrange, and personal computer systems. These components, as shown in Table 26.3, are the core components of IBM SNA.
Table 26.3   SNA Core Components
Components
Description
Hardware Components or Nodes
Hardware that provides the computing platforms and network devices that implement specific SNA communication and management functions.
Connection Types
Hardware and communication standards that provide the data communication paths between components in an SNA network.
Physical Units (PUs)
A combination of hardware and software that provides the configuration support and control of SNA network devices, connections, and protocols.
Logical Units (LUs)
Protocols that provide a standardized format for delivery of data for specific applications, such as terminal access and printing.
SNA Sessions
SNA communications that are based on the establishment and termination of logical sessions between network addressable units (NAUs).
DLC Protocol
Windows 2000 Professional includes a protected-mode, 32-bit, Data Link Control (DLC) protocol driver. You can use the DLC protocol to connect directly to an IBM host. However, you need third-party host emulation software to do so; DLC functions at the data-link layer of the Open Systems Interconnection (OSI) model. Because DLC functions at the data-link layer, it does not depend on other LAN protocols (for example, TCP/IP) for host connectivity; it is possible to have only the DLC protocol installed and bound to your network adapter.
To install the DLC Protocol
 1.
Open Network and Dial-Up Connections in Control Panel.
 2.
Right-click the local area connection for which you want to install the DLC protocol, and then click Properties.
 3.
On the General tab, click Install.
 4.
In the Select Network Component Type dialog box, click Protocol, and then click Add.
 5.
In the Select Network Protocol dialog box, click DLC Protocol, and then click OK.
In most cases, it is not necessary to change the default values for the DLC protocol. Generally, the only reason to change any of these parameters is if you are told to do so by the customer support department of the company from which you have obtained your third-party host emulation software. If you do have to change the default values, you might be able to change some of them by using the third-party host emulation software, for example by specifying a service access point (SAP). There are also some parameters that you can modify in the registry of Windows 2000 Professional, as Table 26.4 illustrates.
Caution   Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Microsoft Management Console (MMC) or Control Panel whenever possible.
To change any of these DLC parameters, go to the following path in a registry editor:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DLC\Parameters
Table 26.4   DLC Registry Parameters
DLC Parameter
Description
Default
Range
Swap
When DLC is bound to an Ethernet or token-ring driver, set this parameter to 1 (enable) to turn on address bit-swapping.
1
0-1(Boolean)
T1TickOne
Sets the retransmission-timer “short tick” value. This timer determines the delay (in units of 40 milliseconds) before retransmitting a link-level frame when no acknowledgment is received.
5
1-255
T1TickTwo
Sets the retransmission-timer “long tick” value. This timer determines the delay (in units of 40 milliseconds) before retransmitting a link-level frame when no acknowledgment is received.
25
1-255
T2TickOne
Sets the delayed-acknowledgment timer “short tick” value. This timer determines the delay (in units of 40 milliseconds) before acknowledging a received frame when the receive window has not been reached.
1
1-255
T2TickTwo
Sets the delayed-acknowledgment timer “long tick” value. This timer determines the delay (in units of 40 milliseconds) before acknowledging a received frame when the receive window has not been reached.
10
1-255
TiTickOne
Sets the inactivity-timer “short tick” value (in units of 40 milliseconds). This timer determines how often DLC checks an inactive link to see whether it is still operational.
25
1-255
TiTickTwo
Sets the inactivity-timer “long tick” value (in units of 40 milliseconds). This timer determines how often DLC checks an inactive link to see whether it is still operational.
125
1-255
UseDixOverEthernet
This parameter is used when transmitting DLC packets over an Ethernet network. When this parameter is set to 1, the DLC packets are transmitted using Ethernet DIX (Ethernet II) frames. For all other types of Ethernet frame, this parameter should be left at the default value of 0. 
0
0-1(Boolean)
SNA Server Client and Components
Windows 2000 Professional uses SNA Server Client to establish connectivity to an IBM host when an SNA Server is implemented as the gateway. Included with SNA Server Client are two host emulation applications, 3270 Applet and 5250 Applet. The 3270 Applet is used for communicating with an IBM mainframe. The 5250 Applet is used for communicating with an AS/400. The SNA Server components communicate through SNA Server Client, which communicates with SNA Server. SNA Server communicates with the IBM host, as illustrated in Figure 26.6.
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Figure 26.6   SNA Server Client Communication Path
Note   All host emulation applications that have access to an IBM host through SNA Server communicate through SNA Server Client.
Installing SNA Server Client and Components
SNA Server Client is installed on Windows 2000 Professional. During the installation of SNA Server Client, you can choose which of the included components you want to install. For basic connectivity to an IBM mainframe and an AS/400, select the 3270 Applet and the 5250 Applet, respectively. SNA Server Client is located on the SNA Server installation CD in the path Clients\Winnt\I386\Setup.exe. Table 26.5 lists all of the components you can select during the installation of SNA Server Client.
Table 26.5   SNA Server Client Components
Components
Description
SNA Server Manager
SNA Server Manager allows you to manage SNA Server from Windows 2000 Professional. Users who have network administration privileges can use this tool to configure an SNA Server computer, LUs, LU pools, users, Host Print Service, Shared Folders Gateway Service, APPC modes, CPI-C symbolic names, and host security domains.
3270 Applet
The program 3270 Applet allows you access to an IBM host on an SNA network.
5250 Applet
The program 5250 Applet allows you access to AS/400 systems.
COM Transaction Integrator for CICS and IMS (COMTI)
COMTI provides computers running SNA Server Client with access to the IBM Customer Information Control System (CICS) and Information Management System (IMS) programs that are running on MVS mainframes.
OLE DB Provider for AS/400 and VSAM
Microsoft OLE DB Provider for AS/400 and VSAM allows record-level access to mainframe and AS/400 files.
OLE DB Provider/ODBC Driver for DB2
Microsoft OLE DB is the component database architecture that provides universal data integration over an enterprise network — from mainframe to desktop — regardless of the data type.
APPC File Transfer Protocol (AFTP) Client
AFTP Client allows your computer to connect to AFTP Service to share files among different platforms.
Host Account Manager
Host Account Manager connects users to all servers and domains to which they have access with a single password.
SNA Server Remote Access Service
SNA Server Remote Access Service enables a system administrator to create a virtual LAN connection between Windows NT systems across an existing SNA network without having redundant LAN-to-LAN networks or having to install dial-up modems at each site.
Host Connectivity SDK
Access to the Software Development Kit (SDK) makes it possible for software developers to create specialized SNA Server applications.
SNA NetView Alerter
This tool allows the NetView reporting system to send alerts and other messages between the host and the computers that connect to it.
Note   For detailed information about SNA Server Client components, refer to SNA Server Help.
SNA Server Client is always installed, no matter what other component you choose to use from the list. During the installation and setup of SNA Server Client, you must select one of the following networking protocols for client-to-server communications. The protocol you select is used for communication between SNA Server Client and SNA Server. The available protocols are the following:

Microsoft Networking (Named Pipes)

Novell NetWare (IPX/SPX)

TCP/IP

Banyan VINES
You also must select one of the following methods for the client to use in locating computers that are running SNA Server:

Client locates servers in an SNA Server subdomain.

Client locates servers by name.
To select Client locates servers in an SNA Server subdomain, you must know the name of the subdomain in which SNA Server resides. Every server that runs SNA Server is a member of a Windows NT domain. Within the Windows NT domain is an SNA Server subdomain. SNA Server subdomains form a logical grouping of computers that run SNA Server and through which SNA Server clients can connect.
To select Client locates server by name, you must know the name of a specific server on which SNA Server resides in the SNA Server subdomain.
For more information about installing and configuring client software, see Microsoft® SNA Server Getting Started and SNA Server Help.
Network Management Integration
With Windows 2000 Professional, you can remotely configure and manage computers that are running SNA Server by using SNA Server Manager. SNA Server Manager is a graphical MMC snap-in that supports simultaneous monitoring, diagnosis, and management of SNA Server resources and services, including the following:

SNA Server subdomains

Computers

Configurations

Link services

Connections

LUs

Sessions

Services

Users
SNA Server Manager integrates the administration of all services that are provided by SNA Server, including TN3270 Service, TN5250 Service, Host Print Service, Shared Folders Gateway Service, and Host Security Integration.
With SNA Server Manager, you can view all computers that are running SNA Server in an SNA Server subdomain and also manage multiple subdomains at the same time. This allows for central configuration and administration of all SNA Server resources throughout an enterprise network.
SNA Server Manager can run on any computer that is running Windows 2000 Professional and that is configured with SNA Server Client. 
Note   SNA Server also provides a command-line management interface that allows you to store and use configuration commands in command files. For more information about command-line management functions, see SNA Server version 4.0 Help and the Microsoft® BackOffice® Resource Kit.
Using Windows 2000 Professional MMC Snap-Ins with SNA Server Manager
SNA Server includes SNA Server Manager, which is tightly integrated with the Windows 2000 Professional MMC snap-ins that include the following:

Local Users and Groups

System Monitor

Event Viewer
Integration with Local Users and Groups provides a common user account database and security system for Windows 2000 users, SNA Server Client–based computers, and users of other BackOffice applications. Integration with System Monitor allows you to configure performance counters that monitor the SNA traffic volumes of their SNA Server–based computers. With Event Viewer, you can quickly identify the type and sequence of the events leading up to problems on any SNA Server subdomain.
For more information about managing SNA Server resources and services from the Windows 2000 Professional MMC, see the SNA Server version 4.0 documentation and the Microsoft® BackOffice® Resource Kit.
Windows 2000 Professional and IBM Host Security
Windows 2000 Professional and SNA Server provide authentication, resource allocation, and data encryption services for maintaining a secure networking environment when you are integrating Windows 2000 Professional and IBM host systems.
Authentication
When you connect to an IBM host with Windows 2000 Professional and SNA Server, you can have single sign-on and password synchronization for authentication of access to resources on both your LAN host and on the IBM host. These services, which are provided with SNA Server, are integrated into the security features supported by Windows 2000 Professional and SNA Server. (For more information about security and Windows 2000 Professional, see the chapter “Security,” in this book.)
Host Security Integration is the SNA Server feature that provides the single sign-on and password synchronization. Host Security Integration comprises the following three components:

Host Account Synchronization Service

Windows 2000 Account Synchronization Service

Host Account Cache
Host Account Synchronization Service
This service can be installed on primary, backup, or member computers that are running SNA Server within the SNA Server subdomain. You can also install the service on non-SNA Server-based computers. Host Account Synchronization Service supports third-party interfaces to various host security databases, which allows you to coordinate password changes between the Windows 2000 security domain and the host security domain.
You do not need to use Host Account Synchronization Service if you use the single-sign-on feature with manual password updates in which the administrator or users store host account information in the Host Account Cache through the Host Account Manager application (UDConfig). For more information about using the UDConfig tool, see the SNA Server version 4.0 Help and the Microsoft® BackOffice® Resource Kit.
Windows 2000 Account Synchronization Service
Windows 2000 Account Synchronization Service can automatically synchronize the passwords for your host accounts and Windows 2000 domain accounts. It must be installed even if automatic password synchronization is not going to be used because it also coordinates the internal operation of other services.
Windows 2000 Account Synchronization Service is installed on a Windows 2000–based domain controller. Only one instance of Windows 2000 Account Synchronization Service can be designated as primary; all other domain controllers on which the service is installed must be backup servers for this feature.
The capability of synchronizing passwords from the Windows 2000 domain to an AS/400 security domain is built into SNA Server. Third-party products also can provide enhanced synchronization services, such as two-way and automatic synchronization, to other host systems.
Host Account Cache
Host Account Cache maintains an encrypted database that maps host user accounts to Windows 2000 domain user accounts. Host Account Cache is a Windows 2000 service that is installed on Windows 2000 domain controllers. For smaller networks, SNA Server itself might be installed on a Windows 2000 domain controller and, therefore, could be used to store the Host Account Cache.
Optionally, a backup of Host Account Cache can be installed on another or the same Windows 2000 domain controller. The backup cache maintains a local copy of the user database that can be used for recovery if it’s installed on another computer, or, if it’s installed on the same computer as SNA Server, for eliminating network traffic for single-sign-on lookups.
Note   For detailed information about the Host Security Integration feature of SNA Server, see SNA Server Help.
Host Resource Allocation
In most cases, you probably have to control who can have access to SNA Server resources in your environment. The method you use to secure these resources depends on your host environment and the types of services you want to offer your users. Some of the SNA Server resources you can control access to are listed in the following sections.
3270 Terminal Access
Users or groups who require access to 3270 sessions from workstations using SNA Server Client applications must be members of the SNA Server subdomain. By virtue of their subdomain membership, users and groups are also members of the Windows 2000 domain of which the subdomain is a part. After you are enrolled in the SNA Server subdomain, you can assign specific 3270 (LU type 2) resources to the appropriate accounts. Users can have access only to the specific resources you allocate to them.
To maintain security in your environment, it is recommended that you use domain security to authenticate users and then limit their access by only assigning them specified resources.
5250 Terminal Access and APPC Access
Users who want APPC access do not have to be defined in the SNA Server subdomain, but they must be members of the Windows 2000 domain. For 5250 terminal access from a computer that is running SNA Server Client within the network, the AS/400 supplies the required logon security for access to the AS/400. For APPC access that is programmed into specific applications, security is maintained through the actual programmatic conversation.
TN3270 Service and TN5250 Service
TN3270 service and TN5250 service are secured by specifying client workstation IP addresses that have permission to use the specified resources. In the case of TN3270E clients, a workstation name can be specified in place of the client IP address. The method that is used to verify workstations can also be used to allow only specified IP addresses to request resources that are allocated to them.
Shared Folder Services
Access to AS/400 shared folders that are made available to Windows 2000 domain users through the Shared Folders Gateway Service can be controlled by specifying permissions for the resulting shared volumes and files. Permissions are set by using the standard Windows 2000 method for local shares.
Note   For detailed information about controlling resources on a server that is running SNA Server, see SNA Server Help.
Data Encryption
SNA Server allows you to encrypt data for client-to-server and server-to-server communication, as shown in Figure 26.7.
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Figure 26.7   Model of Client-to-Server and Server-to-Server Data Encryption
Client-to-server encryption prevents information from being sent in plaintext between computers that are running SNA Server Client and computers that are running SNA Server. Data encryption enhances network security on the client-to-server communications path for all applications that are using SNA Server Client connections, including 3270/5250 emulators and APPC logon IDs and passwords. Data encryption can be enabled on a user-by-user basis with SNA Server Manager.
Server-to-server encryption can be used to provide secure communication across your network, the Internet, or any other WAN. If a user enables data encryption, information transferred through the Distributed Link Services is secure.
Troubleshooting
If you do not enter the correct information when you are configuring SNA Server Client on the computer that is running Windows 2000 Professional, you cannot connect to an IBM host. This section describes how to resolve commonly encountered connectivity-related problems when you are attempting to gain access to an IBM host.
Troubleshooting Commonly Encountered Problems
When SNA Server Client is installed on Windows 2000 Professional, it must be configured correctly in order to connect to an IBM host. Because connectivity involves resources on the IBM host, the computer that is running SNA Server, and the computer that is running SNA Server Client, resources must be set up correctly for all three for successful host connectivity.
If you are unable to connect to an IBM host, the first troubleshooting step is to verify with the SNA Server administrator that SNA Server is successfully connected to and communicating with the IBM host. When this has been confirmed, verify that your Windows 2000 Professional–based computer can connect to other network resources on the Windows 2000–based server on which SNA Server is installed. For example, determine whether you can map a network drive from the computer that is running Windows 2000 Professional to a drive on the server that is running Windows 2000 Server. If you are unable to do this, you must troubleshoot the problem as a network connectivity issue between the Windows 2000 Professional–based computer and the Windows 2000 Server–based computer. After you are able to gain access resources on the server that is running Windows 2000, you can proceed to troubleshoot the issue as an IBM host connectivity problem.
Figure 26.8 lists the troubleshooting steps to take when you are using SNA Server Client with Windows 2000 Professional. Each step that is listed in Figure 26.8 is discussed later in this section.
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Figure 26.8   Troubleshooting Windows 2000 Professional and IBM Host Connectivity Problems
Is the Correct Transport Protocol Selected?
When you install SNA Server Client on Windows 2000 Professional, you are prompted to select a transport protocol. The transport protocol you select must match the transport protocol that is configured for SNA Server.
To verify the configuration of the transport protocol(s) on the computer that is running SNA Server
 1.
In either SNA Server Manager or the SNA Management console, right-click the name of the server you want to modify.
 2.
In the Server Properties page, click the Server Configuration tab.
 3.
Under Network Transports, verify which protocol (or protocols) is configured to be used on the computer that is running SNA Server.
To change the transport protocol on the computer that is running SNA Server Client
 1.
In SNA Server Client, select Client Configuration.
 2.
Select the Client Protocol tab, and then click the client/server transport protocol that matches the protocol that is configured for SNA Server.
 3.
Click OK.
Is the Correct Client Mode Selected?
When you install SNA Server Client, you have the option of selecting how SNA Server Client attempts to locate SNA Server. You can select either Client locates servers in an SNA Server subdomain or Client locates servers by name. When you are locating servers in an SNA Server subdomain, it is necessary that SNA Server Client be configured to use the same SNA Server subdomain that SNA Server is configured to use. When you are locating servers by name, you can type in either the IP address or the name of the server on which SNA Server is running.
To verify what the subdomain is configured on the SNA Server
 1.
In either SNA Server Manager or the SNA Management console, right-click the name of the server you want to modify.
 2.
In the Server Properties page, click the Server Configuration tab.
 3.
Under Subdomain, verify which subdomain is configured to be used for the computer that is running SNA Server.
To change the subdomain on the computer that is running SNA Server Client
 1.
In SNA Server Client, select Client Configuration.
 2.
Click the Client Mode tab, and then enter the name of the subdomain that is configured for SNA Server in the Subdomain text box.
 3.
Click OK.
If you select Client locates servers by name and are unable to connect to SNA Server after you enter the name of the computer that is running SNA Server, the problem might be the configuration of NetBIOS name resolution on your network. To test whether or not the issue is NetBIOS name resolution, type in the IP address of the computer that is running SNA Server. If you’re able to connect to this server, the problem is that the NetBIOS name of the server is not being resolved to an IP address.
Note   For detailed information about NetBIOS name resolution methods, see “Windows Internet Name Service” in the Microsoft® Windows® 2000 Server Resource Kit TCP/IP Core Networking Guide.
Is the Correct Directory Service Selected?
When you use IPX/SPX as the transport protocol to connect through SNA Server, the correct directory service (Novell Directory Services [NDS] or Bindery Services) must be selected in SNA Server Client. The directory service is configured when the NetWare server is installed. If your NetWare server is configured as NDS-based, you must also provide a default tree and context for the configuration of SNA Server Client.
Note   For more information about NDS, Bindery Services, and the default tree and context, see the chapter “Interoperability with NetWare,” in this book.
If you are unable to determine whether the server that is running NetWare is configured as NDS-based or Bindery Services–based, contact your NetWare administrator or consult your NetWare documentation.
To change the directory service on the computer that is running SNA Client
 1.
In SNA Server Client, select Client Configuration.
 2.
Click the NetWare tab.
 3.
Select the directory service (Bindery or Novell Directory Services) that corresponds to the  directory service configuration on the NetWare server.
 4.
Click OK.
Changing the Locally Administered Address
When you connect to an IBM host, it is possible that a locally administered address (LAA) has been associated with the IBM host resources for connection to a Windows 2000 Professional–based computer. On the IBM host side of the connection, LAAs usually are configured on either a Cluster Controlleror on the computer that is running SNA Server. Then an LAA also has to be configured on Windows 2000 Professional. When a specific Windows 2000 Professional–based computer, with its associated LAA, requests a resource on the IBM host, only the resources that are assigned to that LAA would be available. An LAA rather than a burned-in Universally Administered Address (UAA) on the network adapter is used so that neither the Cluster Controller nor the computer that is running SNA Server has to be reconfigured every time a network interface card card must be replaced on a workstation that is running Windows 2000 Professional.
The LAA is configured for Windows 2000 Professional through the Advanced  tab of the network adapter.
To configure the LAA for the network adapter
 1.
Open Network and Dial-Up Connections in Control Panel.
 2.
Right-click the local area connection for the network adapter you want to configure with an LAA.
 3.
Click Properties.
 4.
Click Configure.
 5.
Click the Advanced tab.
 6.
Highlight Network Address in the Property box.
 7.
Select Value, and then enter the LAA in the Value text box.
 8.
Click OK.
