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Deploying Terminal Services
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Terminal Services provides access to Microsoft® Windows® 2000 and the latest Windows-based applications for client computers. It also provides access to your desktop and installed applications anywhere, from any supported client. IT managers and system administrators who want to increase flexibility in application deployment, control computer management costs, and remotely administer network resources need to learn about this built-in feature of Microsoft® Windows® 2000 Server. 


Before reading this chapter, it is recommended you read the chapters “Introducing Windows 2000 Deployment Planning” and “Planning for Deployment” in this book.


In This Chapter


Overview of Terminal Services    579


Creating Your Terminal Services Deployment Plan    584


Creating Your Terminal Services Deployment Design    593


Configuring Servers for Terminal Services Deployment    609


Preparing for Client Deployment    610


Planning for Testing and Piloting    617


Using Help Desk and Administrative Tools    620


Terminal Services Deployment Planning Task List    622








Chapter Goals


This chapter will help you develop the following planning document:


(	Terminal Services Deployment Plan








Overview of Terminal Services


Terminal Services running on a Windows 2000 Server enables all client application execution, data processing, and data storage to occur on the server. It provides remote access to a server desktop through terminal emulation software. The terminal emulation software can run on a number of client hardware devices, such as a personal computer, Windows CE–based Handheld PC (H/PC), or terminal. The term Windows-based Terminal (WBT) broadly describes a class of thin client terminal devices that can gain access to servers running a multi-user Windows operating system, such as Terminal Services.


With Terminal Services, the terminal emulation software sends keystrokes and mouse movements to the server. The Terminal server does all the data manipulation locally and passes back the display. This approach allows remote control of servers and centralized application management, minimizing network bandwidth requirements between the server and client.


Users can gain access to Terminal Services over any Transmission Control Protocol/Internet Protocol (TCP/IP) connection including Remote Access, Ethernet, the Internet, wireless, wide area network (WAN), or virtual private network (VPN). The user experience is only limited by the characteristics of the weakest link in the connection, and the security of the link is governed by the TCP/IP deployment in the data center.


Terminal Services provides remote administration of network resources, a uniform experience to users in branch offices in remote locations, or a graphical interface to line of business applications on text-based computers. Some of the benefits of Terminal Services include:


(	Allows the use of 32-bit Window-based applications from devices that might not be Windows-based such as: 


(	Windows for Workgroups 3.11 or later


(	Windows-based terminals (Windows CE devices)


(	MS�DOS-based clients


(	UNIX terminals


(	Macintosh


(	Clients that are not Windows-based require the use of a third-party add-on.


(	Requires minimal disk space, memory, and configuration for Terminal Services clients.


(	Simplifies support for remote computers and branch office environments.


(	Provides centralized security and management.


(	Is unobtrusive to applications and the existing network infrastructure.








Terminal Services is a built-in feature of Windows 2000. You can enable Terminal Services in one of two modes:


Remote Administration


Remote Administration gives system administrators a powerful method for remotely administering each Windows 2000 server over any TCP/IP connection. You can administer file and print sharing, edit the registry from another computer on the network, or perform any task as if you were sitting at the console. You can use Remote Administration mode to manage servers not normally compatible with the Application Server mode of Terminal Services, such as servers running the Cluster service. For more information about Windows Clustering, see “Ensuring the Availability of Applications and Services” in this book.


Remote Administration mode only installs the remote access components of Terminal Services. It does not install application sharing components. This means you can use Remote Administration with very little overhead on mission critical servers. Terminal Services allows a maximum of two concurrent Remote Administration connections. No additional licensing is required for those connections, and you do not need a license server. 


Application Server


In Application Server mode, you can deploy and manage applications from a central location, saving administrators development and deployment time as well as the time and effort required for maintenance and upgrade. After an application is deployed in Terminal Services, many clients can connect—through a Remote Access connection, local area network (LAN), or wide area network (WAN), and from many different types of clients.


You can install applications directly at the Terminal server, or you can use remote installation. For example, you can use Group Policy and Active Directory to publish Windows Installer application packages to a Terminal server or a group of Terminal servers. Applications can only be installed by an Administrator on a per server basis, and only if the appropriate Group Policy setting is enabled.


Terminal Services cannot pass the Internet Protocol (IP) address of individual client computers to an application. Because this information is required by Windows Clustering, you cannot use Cluster service in Application Server mode. 


Client licensing is required when deploying a Terminal server as an application server. Each client computer, regardless of the protocol used to connect to Terminal server, must have the Terminal Services Client Access License as well as the Windows 2000 Client Access License.





Terminal Services Licensing Components


Terminal Services has its own method for licensing clients that log on to Terminal servers, which is separate from the licensing method for Windows 2000 Server clients. Terminal Services licensing includes the following components: the Microsoft Clearinghouse, a license server, a Terminal server, and client licenses.


Microsoft Clearinghouse


The Microsoft Clearinghouse is the database Microsoft maintains to activate license servers and to issue client license key packs to the license servers that request them. The Clearinghouse stores information about all activated license servers and client license key packs that have been issued. You access the Clearinghouse through the Licensing wizard with the Terminal Services Licensing feature.


License Server


A license server stores all Terminal Services client licenses that have been installed for a Terminal server and tracks the licenses that have been issued to client computers or terminals. A Terminal server must be able to connect to an activated license server before clients can be issued licenses. One activated license server can serve several Terminal servers simultaneously.


Terminal Server


A Terminal server is the computer on which Terminal Services is enabled. It provides clients access to Windows-based applications running entirely on the server and supports multiple client sessions on the server. When clients log on to a Terminal server, the server validates the client license. If a client does not have a license, the Terminal server requests one for the client from the license server.


Client Licenses


Each client computer or terminal that connects to a Terminal server must have a valid client license. The client license is stored locally and presented to the Terminal server each time the client connects to the server. The server validates the license, and then allows the client to connect.





Figure 16.1 shows the Terminal Services licensing components.
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Figure 16.1    Terminal Services Licensing Components


For more information about setting up Terminal Services licensing components, see “Setting Up a License Server” later in this chapter.


Required Licenses


Deploying Terminal Services and Terminal Services Clients on your network requires the following licenses:


Windows 2000 Server License 


This license is included with the purchase of the product.


Windows 2000 Server Client Access License


This is required for each device connecting to Windows 2000 Server. Client Access Licenses permit clients to use the file, print, and other network services provided by Windows 2000 Server. The Terminal Services component of Windows 2000 Server requires Per Seat licensing for the Windows 2000 Server Client Access License, except when you purchase the Windows 2000 Terminal Services Internet Connector License. The Internet Connector License is described later in this chapter.





Each client computer or terminal requires the following licenses:


Windows 2000 Terminal Services Client Access License or Windows 2000 License 


The Client Access License provides each client computer or Windows-based terminal the legal right to access Terminal Services on a Windows 2000 Server. For example, this license is required to start a terminal session and run Windows-based applications on the server. The Windows 2000 license permits the installation of the Windows 2000 operating system, in addition to providing the legal right to access Terminal Services on a Windows 2000 Server. The Terminal Server Client Access License is not required for clients connecting only to Terminal servers in Remote Administration mode.





Optional Terminal Services Licenses


In addition to the required Terminal Services licenses, two optional licenses are available: the Windows 2000 Terminal Service Internet Connector License and the Work at Home Windows 2000 Terminal Services Client Access License.


Windows 2000 Terminal Services Internet Connector License


In place of the Client Access Licenses, you have the option to purchase the Windows 2000 Terminal Services Internet Connector License. This license is purchased separately as an add-on license to Windows 2000 Server. It allows a maximum of 200 concurrent users to connect anonymously to a Terminal server over the Internet. This is useful for organizations that want to demonstrate Windows-based software to Internet users without rewriting Windows-based applications as Web applications. All users who access a Terminal server with this license must not be employees.


When you use the Internet Connector License with a specific Windows 2000 Server, Terminal Services only allows anonymous client access. You cannot use the Internet Connector License with other types of Terminal Services client access licenses on the same Windows 2000 Server.


Work at Home Windows 2000 Terminal Services Client Access License


For organizations that want to use Terminal Services to provide their employees home access to the Windows 2000 desktop and 32-bit Windows-based applications, the Work at Home Terminal Services Client Access license is available through the Microsoft Volume licensing programs. For each Windows 2000 Professional or Terminal Services Client Access License you purchase, you can purchase an additional Work at Home Windows 2000 Terminal Services Client Access License. 





Third-Party Expansion


MetaFrame™ is a third-party add-on to Windows 2000 Terminal Services from Citrix Systems, Inc. It incorporates the Citrix Independent Computing Architecture (ICA) protocol and provides extended capabilities for:


(	Client devices


(	Network connections


(	Local system resources





MetaFrame also provides a variety of management tools for use with Windows 2000 Terminal Services. For more information about MetaFrame, contact Citrix Systems, Inc.


Creating Your Terminal Services Deployment Plan


With an understanding of the capabilities of Terminal Services and the licensing requirements, you can begin the planning phase of your Terminal Services deployment. This section helps you gather the information you need to create a Terminal Services deployment plan for your organization.


Process for Deploying Terminal Services


As you begin the planning phase for deploying Terminal Services, consider using the planning steps shown in Figure 16.2.
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Figure 16.2    Process for Deploying Terminal Services


Each of these activities is discussed in the sections that follow.


Assembling the Terminal Services Team


Teamwork is critical to planning for and deploying Terminal Services. Planning should include system administrators for the network issues, administrators for the Terminal Services applications, and those responsible for your business units.


The core planning team must identify the business needs that Terminal Services will address and design the Terminal Services deployment.





Identifying Your Terminal Services Requirements


After your team is assembled, their first task is to determine what business scenarios Terminal Services will address. Review the business scenarios in this section to help you determine how you can best utilize Terminal Services in your organization. Before you begin to plan your deployment, review the requirements for each business scenario.


Scenario 1: Terminal Services Remote Administration


Terminal Services Remote Administration enables system administrators with the appropriate permissions to remotely administer each Windows 2000 server over TCP/IP connections.


In this scenario, a system administrator uses features such as Microsoft Management Console (MMC) Domain Manager and directory service administration to remotely administer servers within their own directory domain. 


By enabling Terminal Services in Remote Administration mode, server management is extended across forests and into mixed mode domains where there are both Windows 2000 and Microsoft® Windows NT® computers. With Windows Clustering, server management can be extended to cluster servers. If all servers run Windows 2000, Remote Administration can be deployed on every server in an enterprise, allowing direct connection and administration. 


Because enabling Terminal Services has little impact on a server, it is recommended you enable Terminal Services on all servers in a forest. In that case, if one server goes down, another server is available. For mixed environments, or where control must be contained, Remote Administration could be deployed on a limited set of servers, such as the domain controllers. Other servers could be administered across the domain using standard management tools. In either case, administration can be run from any platform supporting the Terminal Services client; it does not need to be Windows 2000. 


In Remote Administration mode, Terminal Services has two built-in per-server connections that require no special installation and no special licensing.


Figure 16.3 illustrates Remote Administration enabling server management across forests and into a mixed-mode domain. 
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Figure 16.3    Remote Administration Extends Server Management


Scenario 2: Remote Access 


Remote Access extends the capabilities of Terminal Services over external TCP/IP connections. The user experience is limited by the characteristics of the weakest link in the connection.


In this scenario, users in a remote office with Terminal Services client software on their computers can access the accounting application on the Terminal server back in your central office. Essential corporate data is accessed with a Remote Access connection over a modem. Because primarily keyboard and display information is being exchanged between the client and the server, the bandwidth requirements are low, providing a great experience even for users over a slow modem link. You can add more applications without increasing the need for more bandwidth, as long as they are not graphically intensive.


Before someone in the branch office can access your network resources, they have to present their credentials and be fully authenticated. You can provide an additional layer of security when routing through a Terminal server to access network resources.


A similar paradigm could be used to allow access to infrequently used, or retired applications or applications in development.


Figure 16.4 illustrates the way employees in a remote office might connect to a corporate office using a TCP/IP connection.
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Figure 16.4    Corporate and Remote Offices Linked by TCP/IP Connection


Scenario 3: Line of Business Applications


The Application Server mode of Terminal Services is ideally suited for deploying line of business applications, particularly those that are difficult to install or need to be frequently updated.


In this scenario, data entry operators access a line of business application to enter product information into a database. Because the application is on a Terminal server, the data entry operators are working on Windows-based terminals rather than client computers. If a server goes down, client devices can reconnect to another server. Maintaining the data separately from the Terminal servers supports this, and using Network Load Balancing across a group of Terminal servers provides the failover control. If a terminal goes down, it can be replaced with minimal disruption to the data entry operator.


Throughout the organization, departments are organized and security is designed to provide the appropriate access to information and network resources that are required by the tasks each user performs.


Figure 16.5 illustrates the way data entry operators might enter product information into a database using a business application that resides on a Terminal server.
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Figure 16.5    Line of Business Applications on Terminal Servers


Scenario 4: Central Desktop Deployment


Central desktop deployment is achieved by loading desktop applications onto a Windows 2000 server with Terminal Services enabled in Application Server mode. Each client computer has a single, small application that enables the emulation of each user’s Windows-based desktop. Applications are actually running on the server.


In this scenario, a global enterprise with employees all over the world provides its users with reliable access to production and legacy applications as well as office productivity tools. With Terminal Services enabled on a Windows 2000 server, clients can run a controlled, standardized set of applications even when located remotely, or using legacy hardware. The system security provides the appropriate access rights to clients. 


Because the Windows desktop experience is available to all users, developers can create standard Windows-based user interfaces for proprietary applications using tools such as Microsoft® Visual Basic®.


Figure 16.6 illustrates the way an organization can provide global access to applications and tools using Terminal Services.
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Figure 16.6    Central Desktop Deployment of Applications and Tools Using Terminal Services 


Deployment Requirements


The previous Terminal Services scenarios just presented often overlap. For example, users who access their desktop through a central desktop sometimes also do so using Remote Access over a modem. Before you deploy Terminal Services in your organization, be sure to carefully study the requirements indicated for each scenario in Table 16.1.


Table �SEQ chapter \c�16�.1    Deployment Requirements
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Preparing Your Computing Environment


Before you design your Terminal Services deployment, you must thoroughly understand your current computing environment. For more information about documenting your computing environment, see “Planning for Deployment” in this book. For information specific to Terminal Services deployment, be sure to address the considerations described as follows.


Install License Server on Domain Controller


In Windows 2000 domains, the license server must be installed on a domain controller. In workgroups or Windows NT 4.0 domains, you can install the domain license server on any Windows 2000 server. However, if you are planning to migrate from a workgroup or Windows NT domain to a Windows 2000 domain, it is highly recommended you install the license server on the domain controller or on a computer that can be promoted to a domain controller.


Access Over Wide Area Network


Determine if filters have been implemented on the routers or firewalls that would prevent clients from remotely gaining access to a Terminal server. Check to make sure that the Remote Desktop Protocol (RDP) port (port 3389) is not blocked at the firewall and that access to specific corporate segments is not limited to Internet Protocol (IP) or Internetwork Packet Exchange (IPX) network addresses. If these blocks are in place and they prevent remote connections, the team must address them during deployment.


Access to Network Services


You might want to provide customers or suppliers with access to applications or data; or you might determine that the Internet is the easiest way for end users to gain access to Terminal Services. If you plan to make servers available over the Internet, consider the security implications.


If your organization uses a firewall, determine if it is a packet-level or application-level firewall. Packet-level firewalls are easier to configure for new protocols. If your organization uses an application-level firewall, check to see if the vendor has defined a filter for the RDP; if not, contact the vendor and ask them to create a filter.


Document the method the network uses to connect to the Internet. This helps you determine how much bandwidth is available to Terminal Services. Does the network have a permanent connection? Describe the number and types of lines used to make the connection, such as T1 or Integrated Services Digital Network (ISDN).





Connecting the Terminal Services Client and Server


RDP supports TCP/IP connections between the Terminal Services client and server. That connection can be through Network and Dial-up Connections, natively on the local LAN, or through a wide area VPN connection. Terminal Services uses whatever IP connection you provide. It is important to consider, however, whether the type of connection you provide is appropriate to the work that is done; and whether the security it provides is appropriate to the data that is transmitted. A single user can dial in over a low bandwidth modem line and realize good performance, but it would not be appropriate to share a 28.8-kilobit line among an active office of 100 people. 


Assessing the Current Environment


Complete a fairly high-level assessment of the current environment, including Windows-based terminals, client computers, green screen terminals, Macintosh computers, UNIX workstations, UNIX X terminals, and larger handheld devices. Instead of attempting to document individual computers, it is sufficient to estimate the numbers and describe division-wide or organization-wide standards. Tasks for performing this assessment include the following:


(	Provide an overview of the total number of client computers currently in use. 


(	Describe the current configuration of the computers that will be running the Terminal server client in terms of CPU, operating system, available hard disk space, RAM, and video. Record any official or unofficial standards that might exist by division or throughout your organization, and make note of any computers that fall below the standard. Any client computers not meeting minimum standards must be upgraded or replaced. Consider the number of each class of client you have to determine the standard that maximizes your cost/benefit tradeoff.


(	Document how many and what kind of terminals exist in your environment, including any existing Windows-based terminals that will be used with Terminal Services and any green screen or UNIX X terminals that have to be replaced.


Green screen terminals cannot be used as Terminal server clients; in some cases you might maintain them for legacy mainframe access, or you might choose to upgrade to Windows-based terminals and have Terminal Services and mainframe access. 


(	Document any systems with which Terminal server clients must interface. If current client computers gain access to these systems through a non-Windows 2000 gateway, you might need to install a new gateway. Determine whether your organization has the appropriate licenses needed to gain access to these systems from a Windows environment. 








Considerations for Application Deployment 


Document the applications you intend to deploy to client computers with Terminal Services. Some applications have features that prevent them from working with Terminal Services or cause them to perform poorly. For this reason, you might want to instruct users to install these applications locally where feasible. Specifically, you need to identify the following:


(	Applications that require special hardware to operate, like barcode scanners or card swipes. You can use these devices with a Terminal Services client only if they connect to the client computer or terminal in such a way that the computer recognizes the peripheral as a keyboard-type device. Peripherals that connect to the local computer through the parallel or serial port or through a special card are not currently recognized by the RDP-based Terminal server client.


(	Multimedia applications or applications that have very large graphical output do not run well under Terminal Services. Many games fall into this category, as do streaming media applications.





In other cases, applications run but require special installation or execution scripts. Generally, these scripts compensate for issues in the program, like misuse of the registry or lack of multi-user file storage support. Check with the application developer for Terminal Services scripting. For more information about this topic, see the Terminal Services Application Information link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.


Custom applications might require modification or supporting scripts if they were not written as multi-user-aware. For more information about creating scripts, see the Terminal Services Creating Installation and Execution Scripts link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.





Note


Non-administrative users cannot use Windows Installer technology to install applications on a Terminal server.





Creating Your Terminal Services Deployment Design


After you have identified your business needs and inventoried your computing environment, you can begin planning to deploy Terminal Services. This section will help you gather the information you need to create a Terminal Services Deployment Plan for your organization.





Setting Up a License Server


A license server is required by Terminal Services when running in application server mode. The Terminal Services License Service is a low-impact service that stores the client licenses that have been issued for a Terminal server and tracks the licenses that have been issued to client computers or terminals. 


The license server must be activated through the Microsoft Clearinghouse and loaded with Client Access Licenses for distribution from the Clearinghouse. The license server is accessed by the Terminal servers only to issue a new license, and need only be administered to obtain licenses from the Clearinghouse.


Enabling a License Server


You can enable the Terminal Services License Service on your computer when you run Windows 2000 Server Setup. It is recommended that you enable Terminal Services on a member server or stand-alone server, and that you install the license server on a different computer. 


There are two types of license servers, a domain license server and an enterprise license server. Before installing the license server, consider which of the following two types of license servers you require:


(	A domain license server is appropriate if you want to maintain a separate license server for each domain. If you have workgroups or Windows NT 4.0 domains, a domain license server is the only type that you can install. Terminal servers can only access domain license servers if they are in the same domain as the license server. By default, a license server is installed as a domain license server. 


(	An enterprise license server can serve Terminal servers in any domain within a site, but the domain must be a Windows 2000 domain. It can only serve Terminal servers in the same site. This type of license server is appropriate if you have many domains. Enterprise license servers can only be installed using Add/Remove Programs, not during Windows 2000 Setup.





When deciding where on your physical network to deploy your License Server, consider how a Terminal server discovers and communicates with a License Server. Upon enabling Terminal Services for Window 2000, the Terminal server will begin polling the domain and Windows 2000 Active Directory™ looking for a License Server (in a workgroup environment, the Terminal server will broadcast to all the servers in the workgroup on the same subnet). 





The Terminal server polls every 15 minutes looking for a domain license server, and checks the directory service every hour looking for an Enterprise License Server. If a domain license server is found, the Terminal server checks for it every two hours. If the Terminal server cannot find the domain license server, then it begins checking every 15 minutes. If an Enterprise License Server is found, the Terminal server checks with the directory service every hour. These checks result in negligible network traffic. 





Note


In Windows 2000 domains, the domain license server must be installed on a domain controller. In workgroups or Windows NT 4.0 domains, the domain license server can be installed on any server. If you are planning to eventually migrate from a workgroup or Windows NT 4.0 domain to a Windows 2000 domain, you might want to install the license server on a computer that can be promoted to a Windows 2000 domain controller.





To activate the license server quickly, and to access the Microsoft Clearinghouse through the Internet, install the server on a computer that has Internet access.


You must enable a Windows 2000 license server within 90 days of enabling a Windows 2000 Terminal server. If you have not enabled the license service on a Windows 2000 server when this period ends, your Windows 2000 Terminal Services will fail to operate. 


Activating a License Server


A license server must be activated in order to identify the server and allow it to issue client licenses to your Terminal servers. You activate a license server using the Licensing wizard. 


There are four methods to activate your license server:


(	Internet 


(	Web-based


(	Fax


(	Telephone





If the computer running the Terminal Services Licensing tool is connected to the Internet, the Internet activation method is the quickest and easiest method. The Licensing wizard directs you to the secure Microsoft Internet site where license servers are activated. When you activate the license server, Microsoft provides the server with a digital certificate that validates server ownership and identity. Using this certificate, a license server can make subsequent transactions with Microsoft and receive client access licenses for your Terminal servers. 





If your license server does not have Internet connectivity but you do have the ability to access the World Wide Web from a browser on another computer, you can activate your license server by means of the Web-based activation method. The Licensing wizard directs you to the secure Microsoft Web site to obtain a certificate for the license server.


Alternate methods for activating a license server include faxing your information to or calling the Customer Support Center (CSC) nearest you. The Licensing wizard also guides you through these steps. You can locate the appropriate telephone or fax number to call using the Licensing wizard. If you use the fax activation method, your confirmed request is returned by fax from Microsoft. If you use the telephone activation method, your request is completed with a Customer Service Representative over the phone.


You are required to activate a license server only once. While waiting to complete the activation process, your license server can issue temporary licenses for clients that allow them to use Terminal servers for up to 90 days. 


The digital certificate that uniquely identifies your license server is stored in the form of a License Server ID. Place a copy of this number in a safe location. To view this number after your license server has been activated, highlight the license server and select Properties from the View menu. Set your communication method to World Wide Web and click Okay. Then select Install Licenses from the Action menu and click Next. The License Server ID is listed in the center of the Licensing wizard screen.


Installing Licenses


Terminal Services licenses must be installed on your license server in order for the Internet Connector setting to be enabled, or for non-Windows 2000 clients to permanently access a Windows 2000 Terminal server. To obtain Windows 2000 Terminal Services Client Access or Internet Connector licenses, purchase them through your standard software procurement method. After you purchase them you can then install the licenses using the Licensing wizard. 


Just as there are four methods for activating your license server, there are four methods to install Terminal Services licenses. When you install licenses, you are asked for information regarding your purchase of the licenses. This information is as follows: 


(	If you purchased or will purchase your licenses through a Microsoft Select or Enterprise Agreement, you are asked for your Enrollment Agreement Number. 


(	If you purchased your licenses through a Microsoft Open License, you are asked for the Open License and Authorization numbers on your Open License Confirmation. 





(	If you purchased your licenses through a Microsoft LicensePak, you are asked for a 25-character License Code, which is in your Microsoft LicensePak packaging.





After you have installed your licenses, your license server can begin deploying the licenses. Clients with 90-day temporary licenses will be upgraded to a Terminal Services Client Access License the next time they log on (unless the number of client access licenses installed has exceeded by the number of outstanding temporary licenses).


Using the Terminal Services Licensing Administrative Tool


Terminal Services Licensing is an administrative tool designed to help you activate license servers, install client access licenses, and track client usage of your Terminal servers. In this way, Terminal Services Licensing helps the system administrator accurately account for and deploy the Terminal services Client Access and Internet connector licenses.


Using Terminal Services Licensing, you can perform the following tasks after connecting to a license server:


(	Activate a license server.


(	Install client licenses.


(	Reactivate a license server.


(	Deactivate a license server.


(	Repeat the installation of client licenses.





All of these tasks are accomplished using the Licensing wizard. 


In addition to performing these tasks, you can use Terminal Services Licensing to connect to any license server on your network, and then view information about the licenses on that server. You can view the following useful licensing information:


(	The list of installed client license key packs.


(	The total number of licenses in each client license key pack, and the number of available and issued licenses in each key pack.


(	The name of the computer and the date each license was issued.


(	The name of the computer and the expiration dates of each temporary license issued.








When the number of clients requesting licenses from a license server exceeds the number of licenses you have activated, you are reminded to install new licenses. The reminder appears as an event in the system log of the Event Viewer. The number of outstanding temporary licenses can be used to identify the number of client access licenses you will eventually need.


Backing Up Your License Server


It is important for you to back up your license server to ensure that you can recover your licensing information easily in the case of a system failure. Backup needs to be done on a regular basis and must include at least the System State, plus the Lserver directory. By default, this is %windir%\system32\Lserver.


The Licensing Service must be running while you restore a computer. Restoring the database and system state to the original License server (one with the same ID) restores all historical and active license information. If you restore a backed-up Licensing database to a different license server, the license server restores only the historical information about licenses issued. Licenses that have not been issued are not restored. However, information about the licenses not issued are posted to a system log that can be viewed in the Event Viewer. The information in the system log will include the number and type of licenses not issued that were not restored. To restore the licenses not issued, install those licenses using the telephone installation method. The Customer Service Representative can reissue the licenses you have lost.


Designing Your Network for Terminal Server Access


You need to consider your network infrastructure when deploying Terminal Services. For the most part, the issues involved are general network design concerns, but Terminal Services requires a few special considerations.


Terminal Services cannot pass the IP address of individual clients to an application. Multi-user applications that require each user to have a unique IP address do not work properly in a Terminal Services environment because every user appears to originate from the IP address of the server itself. For instance, certain firewalls and legacy hosts use the IP address of the client to determine security and physical location You might need to alter plans to use Terminal Services to support these applications.


Conversely, it is important to be aware that all users will share the same IP connection from a given Terminal server. Applications or services that subvert, lock, or monopolize that resource can interfere with the general operation of the server.





Network Load Balancing and Terminal Services


Network Load Balancing is used to distribute work between two or more servers. Network Load Balancing represents a group of servers as a single virtual IP address, and provides a mechanism to dynamically distribute load. This is useful in environments where there are a large number of users connecting to a server for a line of business application, or to a database where preserving the session is not critical. Because Terminal Services is unsuitable for clustering, load balancing can often provide a good solution for serving a large group of users. 


Traditional load balancing solutions cannot always guarantee that a user will be reconnected to the same server. In cases such as the line of business scenario, there is little or no session specific data to worry about. With more complex desktop deployment or remote access, an enterprise might choose not to support disconnected sessions anyway, to reduce resource requirements and enhance security. Finally, it might be possible to use the attributes of certain types of load balancing to predictably reconnect to the same Terminal server, thus preserving a session. 


Preserving a session is not analogous to preserving user data. It is quite possible to manage two or more Terminal servers in a way that allows a user to connect to any server and have appropriate access, simply by storing user data and user profiles external to the Terminal servers. Then the servers need only look to this common store for user profiles and storage. Users have the same experience no matter which server they connect to. 


Network Load Balancing provides a good solution for many Terminal servers. Network Load Balancing uses IP affinity, which enables a user with the same IP address to reconnect to the same computer if their session disconnects. This means Network Load Balancing can be used for session recovery if the user has not changed computers. Even if Dynamic Host Configuration Protocol (DHCP) is in use, the user’s IP address remains the same as long as he or she does not log off the network in the meantime.


Domain Name System (DNS) is an alternative strategy for load balancing. With round-robin DNS, a single name record resolves to more than one IP address, each with a corresponding cloned server. If you use DNS, disable Session Disconnect on servers running Terminal Services. Because a client could connect to any of the servers, it might connect to a different server than the one on which a disconnected session was left running.


For more information about Network Load Balancing, see “Ensuring the Availability of Applications and Services” in this book.





Designing and Setting Up Your Domain Structure


Developing your network design also involves planning the location of Terminal Services within your proposed Windows 2000 infrastructure. There are three principal domain structure alternatives that apply to a Terminal Services installation:


Use no domain structure. 


Without a domain architecture, users need separate accounts on every Windows 2000 server running Terminal Services. This limits scalability and makes it more difficult to administer groups of users.


Implement Windows 2000 Terminal Services in the existing Windows NT 4.0 domain environment. 


This allows you to take advantage of the new features available in Windows 2000 Terminal Services without affecting the production environment. However, keep in mind that the existing Security Account Manager (SAM) limitations of the Windows NT 4.0 domain model will apply using this approach. Administrators have the option of adding Terminal Services–specific attributes to users’ accounts. This adds a small amount of information, typically 1 KB or less, to a user’s entry in the domain SAM database.


Leverage the Windows 2000 Active Directory infrastructure. 


This option takes full advantage of Active Directory. It leverages the ability to host thousands of users in its database. It also gives you the option of applying Group Policy to control the user experience when connected to Terminal Services.





When you define your Active Directory structure, it is recommended that you place your Terminal servers in a separate organizational unit (OU), separate from other computers and without users. A Terminal Services OU only needs to contain Terminal Services computers, no other user or non-Terminal Services machine objects. Just as you are likely to manage your laptops in a manner different from your client computers, you will also manage your Terminal servers differently. 


Using Windows 2000 User Profiles or Roaming User Profiles 


A profile describes the Windows 2000 configuration for a specific user, including the user’s environment and preference settings. Profiles typically contain such user-specific information as installed applications, desktop icons, and color options. You can configure Terminal Services-specific profiles for a specific user using the profiles found under the Terminal Services Profile tab located in the User Properties dialog box.





In some cases, users might have already been assigned Windows 2000 profiles. It might also be desirable to assign Terminal Services–specific profiles to users in the following instances:


(	Whenever the user gains access to Terminal Services across the WAN.


(	If the administrator wants to present a session to the user that is different from the user’s own desktop environment.





Whenever a user logs on to a server running Terminal Services, the server attempts to load profiles in the following order:


(	User’s Terminal Services-specific profile


(	User’s Windows 2000 roaming profile 


(	User’s Windows 2000 profile





Roaming User Profiles


Roaming user profiles allow users to move between different computers and maintain the same environment and preference settings. The profile information is cached on the local hard drive of the Terminal server. Under some circumstances it is recommended that this information be deleted after the user logs off, such as the following: 


(	Access to Terminal Services is provided by a group of Terminal Services hosts.


(	Access to Terminal Services is infrequent and you want to minimize the amount of disk space that is used. 





The most effective way to delete the cached profiles is to put all of the Terminal Services hosts in a Windows 2000 Active Directory container and apply a specific policy to them that deletes all cached profile information upon logging off. 


To facilitate the use of roaming user profiles, plan ahead and identify where they will be stored and how they can be managed. First, identify the locations on a file server or print server that have enough space to store the profiles and are readily available to Terminal Services users. Second, create a Windows 2000 share that users can gain access to with read/write privileges. You need to store profiles in network locations that are different from user home directories.


In order to use roaming profiles on a group of Terminal Services computers, it is imperative that the Terminal Services computers be identical in application and operating system configuration, such as the location of %systemroot% and the installation location of all applications. Otherwise, group different configurations into different OUs and administer them separately.





Group Policy


Group Policy is an effective mechanism to manage and control the behavior of Terminal Services in your environment. You use Group Policy to manage a set of registry values and file permissions that together define the computer resources available to an Active Directory site, a domain, or an organizational unit (OU).


Group Policy builds on the base functionality of registry-based values to include security settings, software installation, logon/logoff and startup/shutdown scripts, file deployment, and redirected special folders. Group Policy is enabled by Active Directory and affects both computers and users in any of these groups: local computer, sites, domains, and OU.


If you have an organization in which the same users use both Terminal Services and Windows 2000 Professional, use policies with care. The same policy applies to the users’ sessions on Terminal Services and on Windows 2000 Professional (with the exception of per-user application management which is disabled on a Terminal Services Application Server). In this instance, you need to apply a different set of computer policies to the servers running Terminal Services by placing the computer in a separate OU.


Users on a Terminal server in Application Server mode cannot invoke the Windows Installer to add missing components to an application. Therefore, it is important to install all of the necessary components locally when the program is first installed. To do this, you can use a transform file (.mst). Transform files appear as modifications to .msi packages and tell Windows Installer which components to install locally.


Access to Applications


Administrators can control user access to Terminal Services applications in the following ways:


Mandatory Profiles 


Profiles can specify which applications are visible to the user.


System Policies


Policies can prevent users from opening applications through Windows Explorer or the Run command. Policies are domain-based, so they can affect users’ own computers as well as their Terminal Services sessions.


Group Policy applies user policies for the domain first, then either merges or replaces them with computer policies. This allows a Terminal server to alter or restrict the capabilities provided to users.





Poorly written policies can prevent users from gaining access to programs on all computers within a domain, rather than just gaining access to Terminal Services. If the administrator implements a policy that is based on a user ID or Windows 2000 group, then whatever is specified in that policy applies to that user or group regardless of what system they use. For example, a policy that prohibits accounting users from running Microsoft® Word affects all accounting users in the domain, whether they are using Terminal Services or just their local computers.


Using Home Directories


It is important that you plan to use home directories in a Terminal Services environment because most applications must install user-specific information or copy configuration files for every user. To keep user profiles to a reasonable size (less than 2 MB), it is recommended that all Terminal Services users have a network home directory and a network My Documents directory in which application-specific information is stored. 


By default, Windows 2000 defines a home directory for each user. The default user’s directory is under the documents and settings directory. This directory contains both user documents and settings. The user documents are stored in the user’s home directory or My Documents folder. Terminal Services writes user-specific application files, such as .ini files, to the user’s Windows directory and by default refers any application seeking the system Windows directory to the user’s Windows directory.


Users typically use their home directories to save their personal files. This can be a problem if roaming profiles are used and the home directory is located within the user’s profile directory. Windows 2000 copies everything in the user’s profile directory to the profile cache each time the user logs on. This can take considerable time and resources, particularly if the roaming profile is stored across the network.


It is recommended that you use Terminal Services–specific home directories which are available automatically through the MMC snap-ins. One approach would be to create a directory on the file server called Homedirs and give Change permissions to Everyone. Then specify the Terminal Services home directory location as p:\Homedirs\%username%. Terminal Services automatically creates the username subdirectory and gives it the appropriate permissions. By default, each user has full access to his or her own home directory and administrators can copy files into the directory, but not read or delete files there. 





It is helpful for all users to have the same virtual drive letter for their home directory redirection point to facilitate the use of application compatibility scripts. The first time you run an application compatibility script on a server, it prompts you to set the drive letter that references the root of the user’s home directory. This drive letter is used for all subsequent application compatibility scripts. It is essential that the same drive letter is used on all Terminal servers within a server farm.


Folder Redirection is a unique feature of Windows 2000 that allows users and administrators to redirect the path of a folder to a new location. The new location can be a folder on the local computer or a directory on a network share. Users have the ability to work with shared documents on a secure server as if they were based on the local drive. Using this option, an administrator can redirect the user’s My Documents folder to a private server share that can be accessed from either their Windows 2000 Professional client computer or their Terminal Services session. This feature is managed using Group Policy.


Planning Security


Security is an essential component of your Terminal Services deployment plan. In addition to the security issues addressed in your Windows 2000 deployment planning, Terminal Services has considerations that are specific to a multi-user environment. 


This section discusses Terminal Services–specific security issues including the version of the NTFS file system used in Windows 2000, user and administrator rights, auto logon procedures, encryption, and other security considerations.


For more information about Windows 2000 security, see “Planning Distributed Security” in this book.


NTFS File System


Because of the multi-user nature of Terminal Services, it is strongly recommended you use the Windows 2000 version of NTFS as the only file system on the server, rather than file allocation table (FAT). FAT does not offer any user and directory security, whereas with NTFS you can limit subdirectories to certain users or groups of users. This is vitally important in a multi-user system like Terminal Services. Without the security that NTFS provides, any user has access to every directory and file on the Terminal server.





User Rights


Terminal Services is distributed with a default set of user rights that you can modify for additional security. In order to log on to a Terminal server, a user must have local logon rights on that computer. By default, a Terminal server in Remote Administration mode only grants rights to Administrators on the computer, and in Application Sharing mode grants rights to all members of the Users group. Because Windows 2000 includes all domain users in the Users group on a computer that is not a domain controller by default, all domain users are able to log on to a Terminal server providing Application Sharing. The groups and users allowed to log on, and the control granted to them, can be altered through the Terminal Services Configuration feature.


Users who are granted access through a protocol such as RDP, and who interactively log on to a Terminal Services–enabled server are automatically included in the built-in Terminal Services Users local group. A user only belongs to this group while they are interactively logged on to a Terminal server. This built-in group gives administrators control over resources Terminal Services users can access. This group is similar to the built-in Interactive group.


Avoid configuring Terminal Services as a domain controller because any user rights policies you apply to such a server will then apply to all domain controllers in the domain. For example, to use Terminal Services users must be authorized to log on locally. If the server running Terminal Services is a domain controller, users will be able to log on locally to all domain controllers in the Terminal Services domain.


Administrator Rights


Members of the Administrators group on a Terminal server have control over which users have access, the rights they have, and the applications they can run. Most of this control is part of the usual rights of an administrator on a Windows 2000 server. These rights are extended under Terminal Services to include:


(	Server Management — Use the Terminal Services Configuration tool to set user permissions and session activity and to disconnect actions and session capabilities.


(	User Control — Set user permissions on Terminal Services through Terminal Services Configuration. Set Terminal Services specific profile information through User Manager extensions.





(	Session Control — Use the Terminal Services Manager feature to monitor active users, sessions, and processes; to shadow sessions; or to force disconnects.


(	Application Installation — When running in Application Sharing mode, only an administrator can install applications on the Terminal server. This restriction does not apply in Remote Administration.





Auto-Logon Procedures


Depending on how people will be using Terminal Services, you might need to grant them access to the file system. Users who only need access to a single application, such as a database, can be put directly into the application at startup. This can be done by configuring the Terminal server client through the Client Connection Manager to automatically initiate a specific application for the user. A preconfigured Terminal server client can be distributed to a group of users within a group to give them the same direct application. If a Terminal server will be used to deliver a single application to anyone allowed to connect, the server can be configured to automatically initiate that application upon logon. This is done using Terminal Services Configuration. 


You can also allow users to connect without entering a user name and password. You can also do this on a per user basis through the Client Connection Manager or on a per server basis through Terminal Services Configuration or the User Manager extensions. Generally, you should plan to use this connection method only when users are logged directly onto a line-of-business application, especially when the application itself requires a password for access. Use this server feature with care because it means that anyone with a Terminal Services client can log on to the server.


Windows 2000 offers a secondary logon capability. This function is used primarily to allow users to execute applications using a different security context. It is valuable in a Terminal Services environment, where the client computers automatically log on with a basic user account and the current user wants to execute an application that requires a higher level of security. In this situation, you can use the runas command to start applications under a different context without having to log off the user. 


You can enter the runas command from the command prompt or it can be incorporated into an application shortcut. After a shortcut to an application is created, the runas functionality can easily be incorporated into it by selecting the Run as different user in the Properties option of the shortcut. This prompts the user for the Windows 2000 domain user account and password prior to executing the application.





Editing User-Specific Information


When a user logs on to the system, Terminal Services executes a batch file called UsrLogon.cmd in the System 32 directory. This file makes any necessary modifications to the user environment and ensures that users can run their applications correctly. If Terminal Services modifications to the user environment are necessary, you can make them by editing this file. Be aware that by editing this file you might cause a problem with the application compatibility scripts that are executed from this batch file.


Changing the Logon Process


In your logon scripts, consider checking for the presence of the environment variables %CLIENTNAME% or %SESSIONNAME%. These environment variables are Terminal Services specific, and only appear in a user’s environment when they are logged on to a Terminal server, in Remote Administration or Application Server mode. For example, you might choose to omit the execution of antivirus software if the script determines that it is running on Terminal Services.


Encryption


You can assign data transfers between the Terminal Services client and server at one of three different levels of encryption. Note that high encryption is available only in North America.


Low Encryption


With low encryption, traffic from the client to the server is encrypted using the RC4 algorithm and a 56-bit key (40-bit key for RDP 4.0 clients), whereas traffic from the server to the client is unencrypted. Low encryption protects sensitive data like password entry and application data. The data sent from the server to the client is screen refreshed, which is difficult to intercept even when unencrypted.


Medium Encryption


With medium encryption, traffic in both directions is encrypted using the RC4 algorithm and a 56-bit key (40-bit key for RDP 4.0 clients).


High Encryption


Traffic in both directions is encrypted using the RC4 algorithm and a 128-bit key in the North American version of Terminal Services only. In the export version of Terminal Services, high encryption uses RC4 and a 56-bit key (40-bit for RDP 4.0 clients).





Additional Security Considerations


When planning security for Terminal Services, consider the following:


Smart Cards


The Windows 2000 interactive logon has the ability to authenticate a user with the Active Directory network using an X.509 version 3 certificate stored on a smart card along with the private key. However, this feature is not available to users authenticating by means of Terminal Services. This also applies to other hardware-based authentication devices.


Network and Communications Security


Remote Access does not limit access to Terminal Services users, so if one user establishes a modem or VPN link to the Internet or another system, every user on Terminal Services has access to the link. 


Information Services on Terminal Services


You need to disable anonymous File Transfer Protocol (FTP) to prevent unsecured access to the file system.


Removing Services That Are Not Used


Removing the IBM OS/2 and POSIX subsystems prevents users from executing OS/2 or POSIX applications that circumvent security regulations. For more information about ensuring your system’s security, see “Planning Distributed Security” in this book.


Remote Access


Terminal Services can provide remote users with access to applications that would otherwise be unusable because of poor performance across dial-up or slow WAN connections. The screen, mouse, and keyboard information sent by Terminal Services typically uses less bandwidth than an application that must be downloaded and then run locally on a remote user’s computer.


Terminal Services Over the Internet 


Users can also take advantage of Layer-2 Tunneling Protocol (L2TP) or Point-to-Point Tunneling Protocol (PPTP) to gain access to Terminal Services over the Internet. By using encryption, either tunneling option provides secure access to a private network for users operating over a public medium. These protocols are recommended because of the security they provide, but Terminal Services can be accessed over any TCP/IP implementation.


Firewalls


If your organization uses a firewall for security, remember to keep port 3389 open for RDP connections between the client and server. For best results, use a firewall that employs user-based authentication. A firewall that grants access based on an IP address allows users through if the IP address of the server running Terminal Services has been granted access. 





Configuring Servers for Terminal Services Deployment


It is recommended that the server computers you purchase for Terminal Services are purchased from the same vendor and that you configure them in the same way. This will facilitate administering Terminal Services. If you are deploying Terminal Services to serve different needs, consider dividing the servers into groups based upon function and making the servers in each group as similar as possible.


If your organization uses equipment standards, adhere to these standards when planning new hardware acquisitions to accommodate Terminal Services. If necessary, scale up from the existing standard to keep hardware and software administration and maintenance as simple as possible. 


When planning server deployment consider memory, page and dump files, CPUs, and the registry. A dump file is for memory dump in case of failure. Considerations for each of these is as follows: 


Memory


A good principle is 128 MB of RAM for the base operating system services, plus and additional amount per user. This additional amount varies and should be between 16 MB and 20 MB per session. To compute this additional amount, plan on approximately 13 MB for the user’s desktop, then add the amount needed to run applications. Note that when more than one user runs a particular application, the code for the application is not duplicated in memory (executable code is shared across instances of an application). Applications that are 16-bit require about 25 percent more memory than 32-bit applications.


If users will be running memory-intensive applications, such as a client/server application with a large memory footprint, you need to increase the amount of RAM allocated for each user. Each server needs to have enough physical memory to ensure that the page file is almost never used. 


Page and Dump Files


The amount of disk space devoted to each server page file must be at least one and one-half times the total amount of physical RAM. 


It is a good idea to put the Terminal server operating system on one physical drive and assign the page file to another. If the server has a large amount of physical memory, you need to consider whether the hard disk drive space is sufficient to record the dump file on the system partition. Consider such factors as total memory, page file size, installed applications, and the total size of the hard disk drive. For better performance, the page file must be on a separate physical disk. Consider disabling the dump file on systems with large amounts of RAM (typically 128 MB or more), unless drive C is large enough to hold the dump file. 





CPUs


Terminal server needs to meet Windows 2000 Server requirements. The amount of processing required per user is dependent on the types of applications being run. This is best determined through trial deployments. For more information about scaling, see the Terminal Services Scaling link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.


Registry


The registry size is dynamically set during installation and is based on the page file size. The registry quota is based on memory size. Registry size can also be set from Control Panel. Double-click System, then click the Advanced tab. On the Advanced tab click Performance Options and then Change. Enter the registry size.


Preparing for Client Deployment


Client computers or terminals connect to Terminal server using a small client program installed on disk or in firmware. The choice of which client platform to use depends on the current installed base and individual user need. At a minimum, ensure that every client computer or terminal that you expect to connect to Terminal server is physically capable of hosting the client software and connecting over the network.


Deploying to Windows CE–Based Terminals


Windows CE–based terminals are generally the most “Windows-like” terminals that you can use to gain access to Terminal Services. These terminals are set up and configured using wizards running the familiar Microsoft® Win32® user interface found in Microsoft® Windows® 95 and later Windows-based operating systems. 


Consider purchasing terminals from vendors that can provide a tool to enable administrators to remotely perform terminal upgrades, terminal configuration, and asset management.


Windows-based terminals can typically be configured locally, including:


(	Using DHCP


(	Connecting using a LAN, Point-to-Point Protocol (PPP), IP address, subnet mask, or gateway connectivity


(	Enabling DNS to look up the Terminal server name when establishing a connection








You can use most Windows-based terminals to gain access to Terminal Services over a dial-up connection using PPP. Note that some Windows-based terminals do not support encryption during the logon process. In this case, you must configure the device used to provide connectivity to the networks for plain-text passwords or a connection will not be established. The session logon at the Terminal server can always be encrypted.


Windows CE–based terminals might include emulators for other terminal types as part of the firmware. Users of such terminals might establish simultaneous connections to different types of servers and alternate between the different emulators on the terminal device.


Switching between sessions can be accomplished using the following hotkeys on a Windows CE–based terminal:


(	CTRL+ALT+END — Brings the Windows CE–based terminal shell UI to the foreground.


(	CTRL+ALT+UP ARROW — Switches to the prior active sessions without bringing the shell forward. 


(	CTRL+ALT+DOWN ARROW — Switches to the next active sessions without bringing the shell forward. 


(	CTRL+ALT+HOME — Switches to the default connection if running. If it is not running, the shell starts the connection.


(	F2 — Brings up the Terminal Properties Configuration UI.





For more information about vendors who offer Windows CE–based terminals, see the Terminal Services Vendors link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources. 


Deploying to Client Computers


Windows-based client computers connecting to Terminal Services should have at least an 80386 microprocessor running at 33 MHz (though a 486/66 is recommended), a 16-bit VGA video card, and the Microsoft TCP/IP stack. The Terminal Services client runs on Windows 2000, Windows for Workgroups 3.11, Windows 95, Windows 98, and Windows NT 3.51 or later.


The Terminal Services client takes up only about 500 KB of disk space and typically uses approximately 4 MB of RAM when running. If client bitmap caching is enabled, another 10 MB of disk space might be used. For best performance, a computer running the Terminal Services client should have a total of 8 MB of physical RAM or more under Windows for Workgroups 3.11 or Windows 95, 24 MB or more for Windows 98, and 32 MB or more for Windows 2000.





The RDP client software is now installed by default as a subcomponent of Terminal Services. By default, the various clients are installed in the directory:


%systemroot%\system32\clients\tsclient


There are two options to deploy the client: 


(	Create a file share to do the installation over the network. 


(	Select Terminal Services Client Creation from the Administrative Tools menu, and make a client image that can be installed with a floppy disk.








Note


The Terminal Services client requires TCP/IP to connect to the server, but Terminal Services itself can use IPX to gain access to Novell servers if necessary.





Upgrading to Terminal Services


The approach you take to upgrade to Terminal Services depends upon your existing Terminal Services setup:


WinFrame with or without MetaFrame


There is no direct upgrade path from WinFrame to Terminal Services. In this case you first have to upgrade to Microsoft Terminal Server 4.0 and then upgrade to Windows 2000. 


Terminal Server 4.0 without MetaFrame


With Terminal Server 4.0 installed, there is a direct upgrade path to Terminal Services. When you install Windows 2000, the server recognizes the Terminal Server 4.0 edition, automatically perform the upgrade, and automatically enable Terminal Services in Application Server mode. Note that you might need to reinstall existing applications if you enable Terminal Services in Application Server mode.


Terminal Server 4.0 with MetaFrame


Upgrading from Terminal Services 4.0 with MetaFrame is similar to upgrading from Terminal Server 4.0, but first you need to upgrade to the MetaFrame version for Windows 2000. After MetaFrame is upgraded, you can follow the same procedure for upgrading from Terminal Server 4.0 without MetaFrame.


Windows NT without Terminal Services


When you install Windows 2000, select Terminal Services in Remote Administration or Application Mode, to enable Terminal Services.





Installing and Configuring Applications


A Windows 2000 server that is configured to run Terminal Services in Application Server mode provides multiple concurrent user connections to any number of applications. 





It is recommended that applications be added or removed using the Add/Remove Programs function under Control Panel. This automatically manages the Terminal Services installation requirements. It is also possible to install the application directly, provided the server is put into Install mode through the command line using change user /install. The server can be taken out of Install mode with change user /execute.


These commands are not necessary when using Add/Remove Programs. Because there is always the possibility of error or omission using the command lines, installation through Add/Remove Programs is preferred. If an application is installed without using Add/Remove and without using the command line to set Install mode, the application has to be removed and reinstalled properly.


Only administrators are allowed to install application on a Terminal Services Application Server.


Deploying Applications through Group Policy


Deploying applications through Active Directory and Group Policy using Windows Installer is a very flexible application deployment method. It allows applications to be installed and managed in a number of different ways. The three main ways you can deploy applications using Windows Installer are:


(	Install on a local computer by the user.


(	Assign by the system administrator from the domain controller to a user or a computer.


(	Publish by the system administrator from the domain controller for a user.





Before an application can be installed using Windows Installer, an .msi installation package must be available for the application.


Deploying Applications from a Domain Controller


To deploy an application from a domain controller, a system administrator needs to assign a .msi-based application to a computer. Application servers cannot assign or publish applications to users.


Transform files are required if the original application installation package did not install all of the necessary components of the application to the local disk. Transform files allow you to select what, if anything, needs to be installed during the installation.


A system administrator can also install an application from a remote session or the console of an Application server. A typical installation is initiated using the following command:


Msiexec/I ApplicationName.MSITRANSFORMS=TransformFileName.MST ALLUSERS=1





The installation of an application in a multi-user environment is quite different from an installation to an individual user. Application server software installation must not jeopardize the system that is running, and the installation must be configured to allow concurrent users. For these reasons, only administrators can install applications, and users are not able to install anything. 


It is the responsibility of the system administrator to decide which applications are needed and to ensure that applications are locally installed and available before allowing remote user connections.


Supporting Multilingual and International Users


Terminal Services is available in Windows 2000 MultiLanguage Version. Windows 2000 MultiLanguage Version allows you to install and configure multiple user interface languages on your computers. This simplifies the deployment process and reduces hardware costs for multinational organizations. For example, a Swiss corporation which is required by law to provide the user interface in English, French, and German, can provide all three languages on one server. 


Before enabling Terminal Services in the Windows 2000 MultiLanguage Version, determine which user interface languages you need. If the Terminal Services computers serve users around the world, but all the international users understand English, you might want to deploy the International English version of Terminal Services.


Administrators can set the user interface language using Group Policy. Users select their language from the General tab of Regional Options in Control Panel. When a user has a roaming profile that specifies a language that is not installed, the system defaults to English.


Terminal Services tracks the time according to the time zone in which it has been configured, rather than on an individual user basis. Users located in a different time zone than the server must make allowances for time differences.


Printing from Terminal Services


Printing from Terminal Services is similar to printing from other versions of Windows 2000. However, users and administrators must take notice of certain important differences.


There are a number of ways to manage network printing in a Terminal Services environment. Within a small unit of an organization or division, the administrator might want to configure printers locally on the server running Terminal Services. The printers might be locally attached through the parallel port or a network interface. These printers are automatically available to all users on the system.





A user who wants to print locally to a printer connected to his or her own computer has the option of either using the Terminal Services client ability to redirect a print job to a local device, or using peer-to-peer networking.


Printing to Your Local Printer by RDP Protocol


Terminal Services provides printer redirection that routes print jobs from the Terminal server to a printer attached to the client. There are two ways to provide client access to the local printer by means of RDP: automatic printer redirection and manual printer redirection. 


Automatic Printer redirection is supported on all Win32 client platforms, including Windows 95, Windows 98, and Windows NT. When a client logs on to Terminal Services, local printers attached to LPT, COM, and USB ports are automatically detected and corresponding queues created in the user’s session. When the client disconnects or ends the session, the printer queue is deleted and all pending print jobs are terminated. 


Manual printer redirection must be used on Windows for Workgroups 3.11 and WBT clients. In this case, the printer is manually added using the Add Printers wizard in Control Panel. The client computer name is used to select the printer port from the list of available ports. Print redirection can be disabled on a per-connection basis using Terminal Services Connection Configuration or on a per-user basis using Active Directory Users and Computers or Local Users and Computers. For more information about printer redirection, see Windows 2000 Server Help.


Network Shared Printers


As with local disk drives, net share enables users to gain access to the printer remotely from the server. If the user installs a network card in the local printer, it becomes a network printer and file sharing does not have to be enabled on the user’s computer.


Printers are defined on a per-user basis; therefore, after the printer is defined for a particular user, it is only available to that user during their session. In addition, if a user uses Print Manager, they only see the printers to which they have permissions to print. When the user logs off, the server tears down the printer redirection. In addition, printer redirection is not available for MS�DOS-based applications.


The net share method is designed to work on printers connected locally to personal computers running Windows for Workgroups 3.11 or later. Users of WBT running RDP currently cannot print to local printers using this method.





Printing Across a WAN or Dial-up Connection


If users gain access to Terminal Services across a WAN or dial-up connection, take care to accurately assess the bandwidth requirement of any print jobs that will be spooled across it. 


If a user prints to a local printer that resides on the user’s LAN but across a slow link from the server running Terminal Services itself, the print job is spooled across the slow link to the printer. This adds to the bandwidth requirements for Terminal Services because the network is required to handle print traffic as well as keystrokes, mouse events, and screen updates.


It is also recommended that you minimize the need to print large graphics or color print jobs across those slow links because they consume considerable amounts of bandwidth. 


Best Practices for Client Configuration


You can maximize users’ experience with Terminal Services by following these recommendations:


(	Minimize graphics use including animated graphics, screen savers, blinking cursors, and the animated Microsoft Office Assistant.


(	Disable the Active Desktop.


(	Disable smooth scrolling.


(	Minimize the use of graphics and animation, such as cascading menus on the desktop, particularly the Start menu. Place shortcuts on the desktop and keep the Programs submenu as flat as possible. Avoid using bitmaps in wallpaper; in Display Properties set Wallpaper to None on the Background tab, and select a single color from the Appearance tab.


(	Enable file sharing on client computers, sharing drives with easily identifiable names like “drivec.” Be aware of the security implications involved.


(	Avoid the use of MS�DOS or Win16 (16-bit) applications where possible.


(	Configure the Terminal server to return the user’s logon name rather than the computer name to applications that make use of a NetBIOS function that calls for the computer name.


(	Train users to use Terminal Services hot key sequences. There are a few important differences in the hot key sequences used in a Terminal Services client session than in a Windows 2000 session.








Planning for Testing and Piloting


The best time to discover potential problems with a Terminal Services deployment is during testing and piloting. Opportunities for system tuning and error-trapping might uncover problems with your infrastructure, system configuration, or software. 


Considerations for the Test Lab


The ideal environment for validating a Terminal server deployment is a test laboratory that has been constructed to simulate the environment of the actual deployment as closely as possible. The test lab will function as a miniature version of your organization itself, enabling the team to see Terminal Services in action before deployment.


Consider the following items when developing your Terminal Services test lab:


(	Use a server computer from the same vendor and with the same configuration as the servers that will be used in the actual deployment, and set up a representation of client computers that will be using Terminal Services throughout your organization. 


(	Duplicate your organization’s network configuration. If the network uses both Ethernet and Token ring, you need to have both in the test lab. If possible, set up a separate Windows 2000 Server domain for the lab so you can monitor the performance of the domain controllers without having to factor in other activity on the network. If you are planning to deploy Terminal Services on a WAN, design your lab with routers and use a link simulator to simulate network latency.


(	If different divisions will be using Terminal server in similar but not identical ways, you can probably emulate all divisions within a single test lab. If the difference is significant enough, however, you might want to consider building a separate lab for each division or set of tasks.


(	Deploy a typical set of applications together on the test server. This step is vital in determining any interoperability issues that might arise when users run different applications simultaneously.








Monitoring Performance


Performance monitoring is a critical component of testing as well as the day-to-day operations in a Terminal Services environment. A baseline needs to be established early in the pilot phase. Then, as the deployment takes place, the baseline can be used to measure against actual performance. This helps to quickly identify and resolve system bottlenecks. The information in this section highlights the key System Monitor counters required for analyzing Terminal Services performance. The three primary system components that affect performance in this environment are CPU, memory, and the network.


Evaluating CPU Performance


Detecting a processor bottleneck in a Terminal Services server is similar to detecting processor bottlenecks in a Windows 2000 server, but the baseline values for the counters might be different. The most significant counters for identifying bottlenecks are:


Percent of Total Processor Time (System) 


This is a measure of activity on all system processors. In a multiprocessor computer, this counter is equal to the total amount of processor activity divided by the number of processors. This counter is especially useful after it has been verified that all system processors are processing threads equally.


Processor Queue Length (System) 


This is the instantaneous length of the processor queue in units of threads. All processors use a single queue in which threads wait for processor cycles. After a processor is available for a thread waiting in the processor queue, the thread can be switched onto a processor for execution. A processor can execute only a single thread at a time. Note that faster CPUs can handle longer queue lengths than slower CPUs.


Processor Time (Processor) 


This is the percentage of time the processor was busy executing a thread other than the thread of the Idle process. This counter has an instance for each system processor available to the operating system. You can use it to verify that each system processor is contributing equally to processing waiting threads. 


Total Interrupts/Sec 


This is the rate at which the computer is receiving and servicing hardware interrupts. Some devices that might generate interrupts are the system timer, the mouse, data communication lines, network adapters, and other peripheral devices. You can use this counter to identify any device drivers that might be consuming an unusually high amount of processor time. 
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Percent of Total Processor Utilization and Processor Queue Length 


These are the most significant counters for identifying bottlenecks in CPU bottlenecked systems. As the system processors become busier, the number of threads waiting for execution in the Processor Queue increases. 





Evaluating Memory Performance


In addition to the System Monitor counters, Task Manager displays Physical Memory values that can be very useful when evaluating memory performance with Terminal Services. The Available Memory, Total Memory, and File Cache Memory values can be found on the Performance tab within Task Manager.


The two most significant performance counters in Task Manager are Available Physical Memory and Page Inputs/sec. To avoid performance problems related to memory, carefully observe the decreases in these counters. The decreases are a good indication of the amount of memory required per user. As a guideline, a Terminal server is considered fully utilized in terms of memory when Available Physical Memory is less than two times the average per user memory requirement. If a dramatic increase in Page Inputs/Sec is observed, memory capacity has probably been exceeded and additional memory needs to be added.


Available Bytes (Memory) displays the size of the virtual memory currently on the Zeroed, Free, and Standby lists. Zeroed and Free memory is ready for use, with Zeroed memory cleared to zeros. Standby memory is memory removed from a process’s Working Set but that is still available. Notice that this is an instantaneous count, not an average over the time interval.


Pages Input/sec is the number of pages read from the disk to resolve memory references to pages that were not in memory at the time of the reference. This counter includes paging traffic on behalf of the system cache to access file data for applications. This is an important counter to observe if you are concerned about excessive memory pressure and the excessive paging that might result.


Evaluating Network Performance


Terminal Services performance can be considered unacceptable because of delays in network communication even though the CPU and memory are available. 


Bottlenecks in network communications can occur in four different areas: the client network interface, the physical network media, the server client-to-server network interface, or the server network interface for server-to-server/host communications. Bottlenecks in network communications directly affect the experience of the user at the client workstation. 





The most useful System Monitor counters for tracking network utilization are the Network Segment counters:


(	%Network Utilization is the percentage of network bandwidth in use on the segment being monitored. 


(	Total Bytes Received/Sec is the total number of bytes received per second on a network segment.


(	Total Frames Received/Sec is the total number of frames received per second on a network segment.





Using Help Desk and Administrative Tools


Terminal Services provides help desk with a number of administrative tools and a remote control feature to assist with support. 


Remote Control 


The Remote Control feature allows a help desk support professional to temporarily control another user's session and see the user’s actions. The help desk can also interact with the user and execute commands on behalf of the user.


To enable the help desk group to use the Remote Control function, it is recommended that a help desk group be created in the domain. After the group is created, you can use the Terminal Services Configuration MMC snap-in to give the group permissions to use the remote control function. 


To take advantage of Remote Control using the RDP, both clients must be connected to a Windows 2000 Terminal server.





Tools for Administration 


When you install Terminal Services for Windows 2000, additional administration tools are added to the Administrative Tools folder. These tools include:


Terminal Services Client Creator 


Use this tool to create floppy disks for installing the Terminal Services Client software on Windows for Workgroups, Windows 95, Windows 98, and Windows NT platforms.


Terminal Services Manager 


With this tool, you can manage all Windows 2000 servers running Terminal Services. Administrators can view current users, servers, and processes. Additionally, administrators can send messages to specific users, use the Remote Control feature, and terminate processes.


Terminal Services Configuration 


This tool allows you to manage your RDP configuration. Modifying options in this tool are global, unless you choose to inherit information from the same options located in the user configuration. Available options are: setting connection encryption, logon settings, time-outs, initial programs run on successful logon, remote control options, Windows printer mapping, LPT port mapping, clipboard mapping, and applying these options to a specific LAN adapter.


Terminal Services Licensing


With this tool, you store and track Windows 2000 Terminal Services client access licenses. It can be installed either during installation of Terminal Services or later. When clients log on to Terminal Services, Terminal Services validates the client license. If a client does not have a license or requires a replacement license, Terminal Services requests one from the License Server. License Server provides a license from its pool of available licenses, and Terminal Services passes the license to the client. If there are no available licenses, License Server grants a temporary license for the client. After it is granted, each client license is associated with a particular computer or terminal.








Terminal Services Deployment Planning Task List


Table 16.2 summarizes the tasks you need to perform when planning a Terminal Services Deployment.


Table 16.2    Summary of Planning Tasks for Terminal Services


�
�
Task�
Location in chapter�
�
�
�
Select Remote Administration or Server Application mode.�
Overview of Terminal Services�
�
Determine licensing requirements.�
Overview of Terminal Services�
�
Determine how you want to utilize Terminal Services in your business environment.�
Creating Your Terminal Services Deployment Plan�
�
Document the existing computing environment.�
Creating Your Terminal Services Deployment Plan�
�
Describe how the deployment project meets the requirements that have been identified.�
Creating Your Terminal Services Deployment Design�
�
Develop a plan for implementing Terminal Services including networking, security, and domain structure.�
Creating Your Terminal Services Deployment Design�
�
Establish guidelines and standards for server deployment including CPU, storage, and so on.�
Configuring Servers for Terminal Services Deployment�
�
Prepare to deploy to your client environment.�
Preparing for Client Deployment�
�
Prepare to test and pilot your deployment plan.�
Planning for Testing and Piloting�
�
Prepare to provide support.�
Using Help Desk and Administrative Tools�
�
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